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1. EHY Purpose :
HETA (EZ2EHTN) HEHLS ST Z#E - EFHECK - 2 ~ B Ik - B Al s - MURE
sl B EE) 2 (FEEA > DR ER T 2B 2 Jit > fefT B R R EHR R PR SR TR -
Formulate this "Information Security Management Manual” on the scope of the information security management system, management policies,
processes, specifications, methods, requirements, roles and responsibilities, as the operating guidelines for the activities of the information security
management system, to ensure implementation of the information security management system comforms to the management needs and the
requirements of relevant international standards.

2. #3E Scope :
2.1. BHEEIE Management system
IR A EE BT - 275 ISO/EC 27001:2022 FFEIEEAEZDR 2 HESDE - PUR e ISO/MEC 27001:2022 [EPRIEAERTE 2
According to the company's management needs, it is formulated with reference to the requirements of the ISO/IEC 27001:2022 international
standard to meet the requirements of the ISO/IEC 27001:2022 international standard certification.

2.2. tHE&EE Organizational Scope
AAEBEAN A E ST

This document is applicable to all departments of the company.

3. £Z#HEH Definition of terms
ARFAMhprE e - 552% | LR ) EREH -

For the terms used in this manual, please refer to the explanation in "Terms Explanation”.
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4. BrREE HAZ Policies and Objectives
4.1. ERZEBUER Information Security Policy

KRR ENZ 2RO NMEE EMRNIIERZE2ZEY » EEEREERLEER - ELEERIALHE
ElREBEZ 1R FMEN &L 2EHBERIIENZ 2P R _EE ) - T e e TR A
MRl o BRAAATR
The chief information security officer (hereinafter referred to as the CIO) is appointed by the general manager to establish an information security
committee, which is responsible for formulating information security policies. The information security policy shall be released and implemented
after the review and approval of the CIO of the company; it includes two parts, the information security management policy and the information
security protection measures policy, which shall be regularly reviewed and maintained every year, as explained below:

4.1.1. ERZE2EHEBIR (nformation Security Management Policy)

4111 EHREMRETTENZEBRMERE - BBARNE 2 SRS FAEE -
The CIO shall ensure that information security policies and objectives are established and are compatible with the company's
business strategy.

4.1.12. RAEZENLREHBRE " IR SRR Gl A4 - Mg ERE » iRERARKER LS

BN FE BN LR EEEHE -

The company's information security management policy is "to provide a safe and continuous operation of the information
system maintenance, testing and execution environment, to ensure the security of the information system and information, and
to achieve the company's information security management goals."

4113, EZEEHBORZ SR - EEALFFCHR - WHIREHEK  SEEETT 7B 20K -

412, BEiRZ2HEEREBUER Information Security Protection Measure Policy
4.1.2.1. BEIEEEHECE Mobile Device Management Policy
F A SRS A B4R B SRR O BN AE B MBS P BT B R T EH e - BT - S0 ERE - SPRRER
SCHA BA SR TN RE B ENEEE - 18R (EA -
All mobile devices connected to the company's network and working environment can be used after being reviewed and
approved by the network administrator and the supervisor in charge, including mobile phones, notebooks, tablets, or other
mobile devices with storage and connection functions.
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4.1.2.2. EIETAEEHEK Telework Management Policy
KL/ MNER A S R\ E AR B SR BRI i TR - B E T B B R P ERE AL - B ElamIERH L
] [F B Z PRk -
The remote work connected to the company's network and the working environment through an external network should be
reviewed and approved by the network administrator and the supervisor in charge, and the information equipment used for the

operation should have a protection mechanism approved by the company.
41.2.3. FHUEHRIELER Access Control Policy

Bl A ENZFREH O S EReBEE 5y - RN E &l & Esxlf - MR AN EAEESCREA R

ST B - BAFIE R RGeS st el - WAEE ARG - B8 2 ERE R TR

Z ARG AR SR S 2 FHUERESCs P AT - BRI IR Z fE 3 JEIR G FHEIR 2 FCE B -
Information system and information access control include physical and logical parts. The information asset equipment
connected to the company shall not be located outside the company where it is unattended or has no protection mechanism.
Information equipment with access to information systems or network facilities must have a unique identification mechanism,
and users can only access information systems and information related to their work, and access traces should be recorded for
user access. Users with special access rights should restrict the configuration and use of access rights.

4.1.2.4. JIZEHECR Encryption Management Policy
MR EAR TR ) & BT EEEGEER - BIEIERE
Information classified as "Confidential” shall be encrypted for protection during transmission or saving.

4.1.25. K Key Management Policy
NEIFEHZ &8 BFEEEIEESmANNE et arBi g ERENEH -
For the keys used by the company, the validity of the keys should be reviewed regularly every year, and the management of the
life cycle of the keys should be managed by specialist.

4.1.2.6. BE(LHEH L HE)FZIE Screensaver and Desktop Clearance Policy
4126.1 ARAERTEENXFE - BiEERES - EAER - S8 ER EFREESm o BaisE - fE
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4.1.2.7.

4.1.2.8.

4.1.2.9.

SERER > EISEEGREBN T > BB 15 9 > AN B REESShE A FEIBIREIRNE

All the company's information equipment, including servers, personal computers, notebooks and mobile devices with
operation screens, should set the computer screen protection timeout. When the computer is unmanned, the longest
timeout shall not exceed 15 minutes. The screen should automatically enter the password-protected state.

41262 ANERHNEFRIEEERS "IRE ) & "% Z&H - NEEEFEREAINE - ERER R R ER
Ry TIREE K TR ) & FEREUIRGEE T -
Personnel desktops should not store information classified as "restricted” and "confidential”. When personnel leave
their seats, the desktop should be tidied up, and information with a confidentiality level of "restricted" and

"confidential™ should be protected.

{7 ECER Backup Policy

Bl ARG E B ] ME0R - BEEHETE - IRIBETEETHE I EE -« fRiF S8 FE -

The information system and information shall draw up a backup plan according to their usability requirements, and conduct
backup operations, save and restore tests according to the plan.

B T EY SR Information Transfer Management Policy
A TN E &l B ERN THRE  TESCE RERR] - T8N EIRSHE < B - AT 5 A A
A Z R AL T E AR - TRt - BYNERG RN R T HE ) 2 & BEBREA L2 RE
fd
For information transferred within the company, if the confidentiality level is "confidential”, a protection mechanism should be
set up. The transfer of information between the company and external groups shall be subject to prior application and approval
by the supervisor of the responsible unit responsible for information retention. If information with a confidentiality level of
"confidential™ is to be transferred with an external party, a security protection mechanism should be in place during the transfer
process.

224 BAEE S Secure Development Policy
RIBE N AL EikaT ~ FAst ~ HE - S/ THlEE 2Rl ETER AR 2 ZeREt ~ F%E ~ Wi - S8THdEE(E
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Carry out security design, development, testing, release and maintenance of information systems in accordance with the
operational guidelines for information system security design, development, testing, release and maintenance.

4.1.2.10. FIMNE G E L2 E B ECR Information Security Management Policies of Subcontractors
R R EETI NSRRI R R EMNLREHT KR » WAERINSREETT SR EET - B2 2 B BFE0E
5 MEORZI MR A IR BlE o FFE B R ERLREHTK -
The responsible unit should establish the information security management requirements of the project with the outsourced
manufacturer, and implement necessary management and audit activities during the process of the outsourced manufacturer's
performance of contractual obligations to ensure that the services and products provided by the outsourced manufacturer
comply with the information security of the project managment needs.

4.2. EiRZe B3 B Objectives of information security management
421 ARAEZERZEEHBEREE "HEENES  EHBENTRIRET » MEREREEEEE - seBMEBIAT R - SRR ]
ZEHIRFS -
The company's information security management goal is to "ensure the confidentiality, integrity and availability of information assets and
provide continuously available information services under the conditions of compliance with laws, regulations and contract requirements.

422, RyEREMNZEEHEE » 275 ISOMEC 27001 BIFEIEETDR » B ENLEEHGIE - HENZ2EHEHEERTEEN &
sNE RV E (ReEHE - DIERFE R EE 8w e RMEE T - IREtE Pa e 2 Eal sl e Aok -
In order to achieve the goal of information security management, an information security management system should be established with
reference to the requirements of the ISO/IEC 27001 international standard, and appropriate protection measures should be taken for the
information assets within the implementation scope of the information security management system to maintain the confidentiality,
integrity and availability of information assets, provide customers with secure information services and meet their needs.

423, RWRENLREHEGE 2 Bt - seAENCEERE - SHIFEMEERBEN 2B AR sTEFERIEEE -
In order to ensure that the implementation of the information security management system can meet the operational needs, each operation
process should set the operation process objectives according to the information security management objectives.
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4.2.4. EilZLEEEE Y S EETR Evaluation and inspection of information security management objectives
EilZ e TP MUEGFERGEEMEERL2EHEE - IRINETES - REENLE2Z8gFENE -
The information security working group shall review and evaluate the information security management objectives every year, propose
revision recommendation and submit them to the information security committee for review and approval.

5. B2 EHEIEHIETEEE it Formulation and implementation of information security management system
5.1 HillZ & TIF/ MUEFFEUE %4 B RS HIGETE L 2B R o ESE - oivéE g | Bl adEs

ROR ) F - KA LR SR ER T 2B PR B2 20K - flETHlgEe a2 Bl AT -
HEEBUE AL E G 2 B - Bt & 2 BRI E SR - FHENE AN L2 BT -
The information security working group should carry out an information security organization panorama analysis every year, and the analysis
results should be recorded in the "Information Security Organization Panorama Analysis Form". And according to the results of information
security panorama analysis and the requirements of information security management policies and objectives, formulate and maintain
information security management system, promote and manage the implementation of information security management system, monitor and
evaluate the implementation performance of information security management system, and continuously improve information security
management system.

5.2. Bl E HIHE TR A LU & Bl 28 R ot & sl e i e Pl < S5 R PATE T E - Bl TIF/ MHEH
TETHBHEUR S AP E » BE SR E Bt SRR M AE oK -
The requirements of the information security management system are formulated to meet the results of Information Security Organization
Panorama Analysis and the information security risk assessment. The information security working group should follow the relevant policies and
operating regulations, and supervise all departments to implement various operating process requirements in accordance with the regulations.

6. BEEUZE] " BRI MEEEEHE | Review and revision of the "Applicability Statement"
Bl TR/ N EMRTE /5] & 8 [SO/IEC 27001 B3k » RS ENZetligit s " HilZ
2EHLGEAYERE IS ENLERZETEFEE -

The information security working group should review and revise the "Statement of Applicability of Information Security Management System" of
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information security control measures every year according to the company's operation and 1ISO/IEC 27001 requirements, and submit it to the

Information Security Committee for review and approval.




